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Since the onset of the war in Donetsk and Luhansk in 2014, Russia’s state-controlled
information ecosystem has systematically fabricated myths and false narratives to justify its
aggression against Ukraine.! These disinformation campaigns escalated in scale and
sophistication following the full-scale invasion in 2022, yet the origins of much of the
disinformation can be traced through recurring narratives and talking points.

A recent trend in Russia’s information warfare has been the deliberate attempt to link the
war in Ukraine with the war in Gaza. The Kremlin’s messaging employs classic apologia,
framing Ukraine’s government and military as “Nazis” while simultaneously blaming Kyiv for
the war in Gaza. Claims such as “Ukrainians are being mobilized to the Israel Defense Forces’

voluntary brigade”?

or “Ukrainians commit crimes against Israelis” are being circulated
through sanctioned Russian outlets.? At the same time, Russian officials have made overtly
antisemitic statements. Foreign Minister Sergei Lavrov has drawn a link between Hitler and
Judaism?, while President Vladimir Putin has accused the West of installing a leader in Ukraine
with Jewish roots to conceal what he described as “the anti-human essence that forms the
foundation of the modern Ukrainian state” and its “glorification of Nazism.”> In a striking
contradiction, Russia presents itself as a defender of the Palestinian cause while
simultaneously promoting anti-Muslim rhetoric. One persistent disinformation claim asserts
that Ukrainian President Volodymyr Zelenskyy is supplying weapons to Hamas.b Such

attempts to connect the two conflicts have undermined the integrity of the NATO alliance as
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it sows division between the allies. The “problematic Ukrainians” — a negative image
projected by the Russian disinformation, polarized the public in many neighboring states, such
as Bulgaria and Romania, which impacted the allocation of valuable strategic support, and
provided pro-Russian local enablers with momentum to exert more political influence.”

By intertwining narratives of war in Ukraine and the war in Gaza, the Kremlin not only
advances its strategic objectives but also exacerbates divisions among Ukraine’s Western
allies, fostering distrust and weakening collective resolve. Understanding and countering
these intertwined disinformation efforts is essential for maintaining international unity in
support of Ukraine and safeguarding the integrity of global information ecosystems.

This research examines Russia’s strategic weaponization of the Israel-Hamas war in Ukraine’s
information space, highlighting how Kremlin-aligned disinformation narratives exploit global
crises to further geopolitical objectives, erode international support for Ukraine, and cultivate
internal perceptions of defeat and isolation. Utilizing an analytical media intelligence tool
Sensika, the study adopts a multi-method approach that integrates media monitoring and
content analysis to analyze Russian-language online and social media content targeting
audiences in both Ukraine-controlled and Temporarily Occupied Territories (TOT).2 While a
comprehensive assessment of TOT-specific thematic coverage falls beyond the study’s
primary scope, the presence of Russian proxy media in occupied Crimea, Donetsk, and
Luhansk within the study’s sample of 297 media outlets indicates a high level of coordination
in narrative dissemination. The analysis of 3,040 media articles reveals two dominant Kremlin-
backed narratives: first, that the October 7 attacks on Israel served as a pretext for the West's
political, economic, and military disengagement from Ukraine; and second, that systemic
corruption within Ukraine has facilitated the diversion of Western military aid to Hamas and
other militant groups in the Middle East and North Africa.

The report is organized into four sections. First, it presents key quantitative findings alongside
public perceptions of disinformation. Next, it explores dominant narratives in detail. The third
section examines social media data from Telegram and YouTube to map the dissemination
channels of malign messaging. Lastly, the conclusion outlines Ukraine’s counter-
disinformation measures and strategies against hostile influence.
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The Kremlin’s Disinformation Narratives in Ukraine Related to the Israel-Hamas
Conflict

Russian controlled media targeting Russian-speaking audiences in the Eastern European,
Central Asian and Baltic regions is identified as the prime proliferator of locally-targeted
propaganda campaigns, aiming to install polarizing sentiments and advance the Kremlin’s
foundational myths about its war of aggression against Ukraine. Although usage of Russian
media and Russian-language online content is decreasing, with only 11% of Ukrainians using
Russian media as a source of news and 62% ceding the consumption of Russian-language
content altogether, 71% consider the spread of Russian disinformation in social networks a
serious threat to public safety.’ Notably, Ukrainians are particularly vulnerable to pro-Kremlin
narratives, aimed at damaging national morale and magnifying the perceptions of
international isolation, are most likely to be believed en masse.*?

Figure 1: Media Habits and Perceptions of Disinformation in Ukraine (% of Ukranians)
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Source: CSD based on data from Internews; Democratic Initiatives of the Youth; Kyiv
International Sociology Institute.

Two dominant disinformation narratives have been at the forefront of the disinformation
campaign related to the Israel-Hamas conflict in the Ukrainian information space. The first
alleges that Ukraine, due to widespread corruption, is diverting Western-supplied military aid
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MixkHapoaHui IHctutyT Couionorii [Kyiv International Sociology Institute],

“CNpUNHATTA YKPAIHLAMM 3arpo3 NoLWMPEHHA NponaraHam B CoLialbHUX MepexKax Ta CTaB/leHHsA A0 3a60pOHM
Tenerpam” [Ukrainians’ threat perceptions concerning the spread of propaganda in social networks and
attitudes towards banning Telegram], September 9, 2024.

Onternews, ,Ukrainians increasingly identify information manipulation as an urgent problem affecting their
lives while their exposure to Russian narratives intensifies”, November 7, 2024.
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to Hamas. The second claims that the “collective West” is shifting its geopolitical focus toward
Israel, leading to a decline in political, military, and economic support for Ukraine (Figure 2).
These narratives appeared in a total of 3,039 articles within the monitoring period, accounting
for 34% and 66% of the total coverage, respectively. Moreover, these claims align closely with
prevalent disinformation narratives in Ukraine in 2024. 77% of survey respondents believe
that "money allocated by international partners for weapons and ammunition is stolen by
authorities," while 55% consider the statement that "the West is tired of helping Ukraine" to
be true.!! These narratives have been systematically republished and amplified by Russian
influence networks, specifically targeting audiences in Ukraine-controlled areas who rely on
Russian-language news. The impact is particularly pronounced in the Temporarily Occupied
Territories (TOT) of Crimea, Luhansk, Donetsk, Kherson, and Zaporizhzhia, where the
establishment of Russian centralized proxy media resulted in a complete capture of the
information environment over the last decade. Techniques such as information blockade
from Ukrainian and global internet media only exacerbated following the 2022 full-scale
invasion, in turn intensifying the occupation authorities’ degree of influence over public
opinion.!?

Figure 2: Volume of Articles in Russian-language Websites Containing Disinformation about
the Israel-Hamas War, Categorized by Narratives (Oct 2023 — Oct 2024)
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Source: CSD, based on data from Sensika

62% of all Russian-language articles were published by websites belonging to the top half of
domestic website rankings (ranks one through five), with 22% and 17% coming from websites

1 Internews, “Ukrainian Media, Use and Trust in 2024”, November, 2024
12 NATO StratCom CoE, “The Use of Russian Proxy Actors in the Media Environment in Ukraine: A Comparison
between Occupied and Non-Occupied Areas, 2017-2023”, November, 2024
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belonging to the top two ranks, respectively®. Nonetheless, 571 articles (or 19% of all) belong
to the lowest ranking, indicating a significant presence of sham websites producing large
volumes of automated or semi-automated republished content that stems from top-ranking
propaganda outlets such as Mupzem-pushkino.ru, News.rambler.ru, Lenta.ru and Gazeta.ru.
The top-ten sources spreading disinformation function as key amplifiers of pro-Kremlin
content, with the top-three sources accounting for 45% of the total volume of articles (Figure
3). Although not as numerically significant, Ukraina.ru is a cross-platform disinformation
amplifier that occupies a nineteenth position in the list of top three hundred Russian
propaganda Telegram channels in Ukraine with a following of 189,129 users.'* This reflects
the adaptability of Russia’s informational presence in Ukraine, with Telegram serving as a key
platform for circumventing media sanctions. On the other hand, the presence of outlets such
as Krymskaya Pravda (‘Crimean Truth’ / c-pravda.ru) and Pravda DNR (“DNR Truth” /dnr-
pravda.ru) in the sample highlights the centrality of the Kremlin’s strategy of exploitation and
distortion of informational infrastructure in TOT. This approach extends beyond state-
controlled narratives, functioning as a mechanism of cognitive influence aimed at shaping
public perception and reinforcing Kremlin-aligned discourse.

Figure 3: Top 10 Sources of Articles in Russian-language Websites Containing Disinformation
about the Israel-Hamas War (Oct 2023 — Oct 2024)
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13 Ranking is provided by Sensika, which ranks websites on a scale of 1 to 10. Ranking is based on a mix of
estimates of a site’s monthly unique visitors and monthly page views across desktop and mobile web traffic. The
more visitors and views, the higher the site’s rank is. Highly visited mainstream websites typically belong in the
first two ranks.
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Examining further, 52% of the total visits to the articles are estimated to have originated from
a referral source, meaning that users have gained access to a particular website through a link
from another site with similar content (Figure 4). Conversely, and more significantly, 42% of
users gained access to the content from direct traffic, indicating a presence of a substantial
readership base that regularly consumes pro-Russian content.

Figure 4: Article Audience by Traffic Source of Articles in Russian-language Websites
Containing Disinformation about the Israel-Hamas War (Oct 2023 — Oct 2024)
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Abandonment and Corruption: Core Disinformation Narratives Targeting
Ukraine

Ukraine is abandoned by the collective West as a result of the Israel-Hamas war

The recurrent disinformation meta-narrative that the collective West, headed by the US, will
cease its political, military and economic support to Ukraine as part of its strategic turn
towards the Middle East, serves as one of the organizing points of Russia’s instrumentalisation
of the war in Gaza to foster the internal perceptions of Ukraine’s imminent defeat and global
isolation. Expanding on the claim that the Israel-Hamas war created a strategic opportunity
for the U.S. to disengage from its proxy war against Russia in Ukraine, this narrative argues
that the West’s political will and resources originally allocated to supporting Ukraine’s
resistance will instead be redirected toward Israel. Although the narrative contains rhetorical
inconsistencies - such as the claim that U.S. support for Ukraine will not be fully withdrawn,
as this would amount to a de facto defeat in its proxy conflict with Russia - it consistently

portrays Ukraine as a diminishing geopolitical asset that no longer holds strategic value for
the West.



The narrative heavily relies on the authority of the late Russian propagandist Vladimir
Zhirinovsky, frequently referencing his so-called 2019 “prophecy” about the future of Ukraine
and the Middle East. The widespread circulation of this claim is so extensive that it effectively
functions as a sub-narrative within the broader disinformation campaign. In a speech on the
state-controlled program Evening with Vladimir Soloviev (Russia-1), Zhirinovsky predicted
that “in 2024, a new war in the Middle East will erupt, and everyone will forget about
Ukraine”®. This framing reinforces one of the narrative’s core elements: the portrayal of
international “tiredness” and “amnesia” regarding Ukraine, which seeks to exploit domestic
anxieties about the prospect of international isolation.

Viktor Medvedchuk!® has been a key amplification figure and a central actor in Russia’s
political and informational operations in Ukraine since 2014. Politnavigator, a pro-Kremlin
outlet operating from temporarily occupied Crimea, invokes Medvedchuk to advance the
argument that "NATO’s weapons are not a panacea" for ending the conflict.?’ Instead, the
narrative asserts that recognizing Russia’s national interests, particularly in the context of
perceived Western disengagement, is the only viable path to peace. Russia is portrayed as a
peacemaker, whose “balanced position and calls for negotiations” drastically differs from that
of Washington in relation to Gaza and Ukraine.'® Through emphasizing grave civilian
devastation in Gaza on the one hand, and advocating for the end of the war in Ukraine, which
involves accepting the “fate” of “Russians’ and Ukrainians’ shared co-existence” on the other,
the following narrative promotes a false sense of equivalence between the two wars and
instrumentalizes the former to justify the suffering of the latter.

Ruslan Bortnik!®, a political commentator, known for making regular appearances on
Medvedchuk’s propaganda channels NewsOne, ZIK and 112, also constituted a significant
local disinformation amplifier. However, his communication strategy differs by blending pro-
Kremlin narratives with pro-Ukrainian and pro-European messaging. The following practice
enables the strategy of camouflaging Russian propaganda through the instrumentalization of
neutral messages to target vulnerable audiences susceptible to Russia’s influence. For
instance, a pro-Russian Ukrainian outlet Strana.Ua?° presents an exemplary case of such
strategy in Ukrainian media landscape in the post full scale invasion period, presenting
Bortnik’s claims of the decline in Western military and economic aid as natural, while
emphasizing the negative long-term impacts the following development could bring to the
prospect of Ukraine’s victory?l. To further legitimize this narrative, fabricated statements
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attributed to Western officials are deployed, such as a misattributed ‘quote’ from Italy’s
Minister of Defense, Guido Crosetto. Despite Crosetto’s recent visit?2 to Kyiv reaffirming
Italy’s commitment to continued military support, the false statement claims that Italy’s
inability to support Ukraine is not a political decision but a pragmatic response to munitions
shortages.?

Despite variations in rhetorical framing, the core implication of this narrative remains
consistent: advocating for a reassessment of Ukraine’s formal position and pushing for
negotiations, aligning with broader Russian strategic objectives.

Ukraine is supplying Western weapons to Hamas

The claim that Ukraine facilitated the October 7 attacks on Israel by reselling Western-
supplied weapons to Hamas constitutes a central pillar of the Kremlin’s disinformation
campaign. This narrative serves a dual purpose: first, to tarnish Ukraine’s international
standing by portraying it as a state sponsor of terrorism that fuels global instability; and
second, to erode Western public support for continued military assistance.

Framing Ukraine as a “corruption-filled black hole of the West’'s reckless weapons
provisions”,?* the narrative suggests a large-scale diversion of ammunition and weaponry not
only to Hamas in Gaza but also to militant groups in Afghanistan, Syria, and North Africa.
Despite the fact that Israel has not supplied Ukraine with lethal aid,?® this disinformation
further asserts that both NATO - and Israeli-manufactured weapons are being used against
Israeli forces.?® By exploiting global outrage over Hamas' attacks, the narrative seeks to create
an associative link between the wars in Gaza and Ukraine, casting Ukraine as the aggressor in
both contexts. By leveraging legitimate concerns about corruption in the allocation of
Western aid-some of which have been acknowledged by top EU officials?’ - Russian
propaganda seeks to discredit Ukraine’s leadership and portray military assistance as both
ineffective and a driver of broader geopolitical instability. A key example is the disinformation
campaign targeting Servant of the People political party’s Deputy David Arakhamiya, whose
alleged involvement in black-market arms sales to Hamas is falsely linked to an International
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Criminal Court investigation.?® This narrative aims to reinforce perceptions of systemic
corruption within Zelenskyy’s administration and erode trust in Ukraine’s government.

To support the claims voiced in the narrative, propaganda outlets rigorously reference a
fabricated video?® that was originally shared and amplified via the Russian and pro-Russian
section of Telegram, depicting Hamas fighters extending their gratitude to the Ukrainian Army
and personally thanking Zelenskyy for providing the necessary weapons to launch a surprise
attack. Another footage,?® stemming from a Georgian Facebook group captures the alleged
transfer of Western weaponry, where a person purportedly representing Hamas is thanking
Ukrainian authorities in Arabic. Furthermore, Western Eurosceptic and anti-Ukrainian voices,
such the founder of a French nationalist party “The Patriots” Florian Philippot and
the Republican Party representative Marjorie Taylor Greene,3! whose positions strongly
oppose military assistance to Ukraine, assert that the following “leaks” act as manifestations
of the West’s destructive policy of escalation and war-prolongation that now spreads chaos
all over the world.3? The former underscores the enduring nature of this narrative, which is
continuously adapted by both local and international pro-Kremlin propaganda networks to fit
emerging contexts. Its primary objective is to reinforce a responsibility-shifting discourse that
obscures and deflects attention from Russia’s aggression against Ukraine.

The narrative that Ukraine is “ruled by Nazis” serves as a foundational framework for claims
of collaboration between "Zelenskyy’s neo-Nazis” and Hamas militants, portraying them as
“brothers in arms.” This framing reinforces Russia’s long-standing justification for its invasions
of Ukraine in 2014 and 2022. By asserting that “the U.S. is spilling innocent blood in the Middle
East and Donbas”33? the narrative draws false equivalences between the wars in Gaza and
Ukraine, depicting the U.S. and NATO as global aggressors waging proxy wars while
positioning Russia as a stabilizing superpower uniquely capable of conflict mediation.
Additionally, by echoing the disinformation narrative that Ukraine committed genocide in
Donbas, pro-Kremlin propaganda directly compares the Ukrainian Armed Forces’ military
operations to the atrocities committed by both Hamas and the Israel Defense Forces (IDF) in
Israel and Gaza. Zelenskyy’s Jewish identity is also instrumentalized within this discourse,
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being framed as evidence of his internalized hatred toward Jewish people, further reinforcing
antisemitic tropes within the Kremlin’s broader information warfare strategy.3*

The Social Media Front: Telegram and YouTube

Kremlin-backed narratives do not exist in isolation; they are strategically amplified through
social media platforms that allow misinformation to spread rapidly and influence public
opinion. Among these, Telegram (TG) has become a central platform for the dissemination of
propaganda, as its opaque reporting practices and lax content moderation shield much of its
content from public scrutiny. This creates significant challenges for fact-checkers, who
struggle to access and address the misinformation circulating on the platform. While
Ukrainian media and civil societies have been effective in debunking blatant falsehoods, they
often face difficulties countering emotionally charged and manipulative narratives that
resonate deeply w, ith certain audiences.

One of the most pervasive Kremlin-backed disinformation narratives circulating on pro-
Russian Telegram channels is the alleged “black market sale of weapons to Hamas,” a claim
debunked by multiple fact-checkers®>. This narrative leverage decontextualized and
manipulated imagery to fabricate a sense of legitimacy. The audiovisual nature of Telegram’s
communication ecosystem plays a crucial role in this process, offering an alternative mode of
engagement that appeals to politically mobilized audiences susceptible to Russian influence.
Videos purporting to show weapons transfers between Ukrainian and Hamas representatives
serve as attention-grabbing content designed to create an illusion of empirical evidence3°. By
visually staging these claims, such content constructs a false sense of credibility, reinforcing
the perception that the disinformation is grounded in reality.

A parallel disinformation narrative builds on the long-running Kremlin campaign to
delegitimize the Azov Brigade, portraying it as a neo-Nazi formation to justify Russia’s full-
scale invasion of Ukraine under the pretext of “de-Nazification”.3” In this context, pro-Russian
Telegram channels have disseminated claims that Azov fighters not only trained Hamas
militants but also supplied them with chemical weapons allegedly used in the October 2023
attacks on Israel. This narrative serves a dual purpose: reinforcing pre-existing Kremlin
propaganda about Azov while exploiting geopolitical tensions to further discredit Ukraine on
the international stage. By framing these allegations within a broader ecosystem of
disinformation, such claims seek to legitimize Russia’s military actions against Ukraine.

34 Stoyakin, V., “EBpen 3e/IeHCKMI CTaHOBUTCA NOA03PEBAEMbIM B NPUYACTHOCTM K ybuinctBam espeeB” [Jew
Zelensky becomes suspect in involvement of murders of the Jews], Discred.ru October 10, 2023

35 Disinfo Detector, “®eiik: YkpaiHa npogae 36poto XAMACy” [Fake: Ukraine sells weapons to Hamas] October
9,2023

36 Otryad Kovpaka, “XAMAC oTKpbITO nobaarogapun YKpavHy 3a npogaxky um opykma” [Hamas openly thanks
Ukraine for selling them weapons], Telegram, October 7, 2023

37 Sheih Tamir, Telegram, November 9, 2023; Vox Ukraine, “PENK: «A3oB» TpeHyBaB 6oiiosukis XAMAC”, [Fake:
‘AzoV’ trained Hamas militants], November 30, 2023
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https://www.discred.ru/2023/10/10/evrej-zelenskij-stanovitsya-podozrevaemym-v-prichastnosti-k-ubijstvam-evreev/
https://disinfo.detector.media/post/ukraina-prodaie-zbroiu-khamasu
https://t.me/otryadkovpaka/28615
https://t.me/otryadkovpaka/28615
https://t.me/sheyhtamir1974/63692
https://voxukraine.org/fejk-azov-trenuvav-bojovykiv-hamas

Examining further, YouTube constitutes the second most popular social media platform for
news consumption in Ukraine after Telegram, in turn attracting pro-Russian propagandists
such as Anatoliy Sharij to proliferate malign content and establish regular communication
with audiences susceptible to Russian disinformation in the face of existing media sanctions.
Sharij is a former journalist-in-exile, founder of pro-Russian political party Party of Sharij, and
Russian special services collaborator that is being tried for national treason and targeted by
Ukrainian sanctions3®. Sharij’'s YouTube channel @SuperSharij*° has the following of 3.23
million subscribers, where he uploads political commentary videos on a daily basis.

The examination of his coverage of the outbreak of the Israel-Hamas war not only
demonstrates the presence of the above identified disinformation narrative but an acute
degree of analogous message framing and propagandistic language constructions. For
instance, the titles of the videos “Israel and other strange coincidences”*® (827K views),
“Ukraine ‘s money is being sent to Israel?”%! (641K views), “Zelensky fears Israel”*? (672K
views) and “Kiev prepares for uneasy decisions”*® (686K views) outline the key semantic
tropes of the narrative and demonstrate the fluidity of Russian propaganda dispersal across
various information networks. Through heavily relying on conspiracy-rich content to sustain
his claims, in his October 8 video Sharij claims that October 7 attacks present a strategic
opportunity for the US to pull out militarily and financially from Ukraine, suggesting that the
U.S took part in their orchestration. Furthermore, the blogger directly refers to Zherenovsky’s
prophecy, calling it “magnificent”, to bolster the assertion that Ukraine’s only viable path
forward, given shifting geopolitical dynamics, is territorial concessions and negotiations with
Russia.

38 Detector Media ,,Propagandist Sharij to be tried for treason”, July 28, 2023
39 SuperSharij, YouTube
40 SuperSharij, “U3pannb n ctpaHHocTn” [Israel and other strange coincidences], YouTube, October 8, 2023

41 SuperSharij, “[leHbrn YKpauHbl oTNpaBaT B u3paunb?” [Ukraine’s money is being sent to Israel?], YouTube,
October 10, 2023

42 superSharij, “3eneHckuit ucnyrax Mspannem” [Zelensky fears Israel], YouTube, October 11, 2023

4 SuperSharij, “Knes rotoBsaT K HenpocTbim pelueHuam” [Kiev prepares for uneasy decisions], YouTube, October
17,2023

11
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https://www.youtube.com/@SuperSharij
https://www.youtube.com/watch?v=YYQMXB4A__Q
https://www.youtube.com/watch?v=-Exr7Prm-aM
https://www.youtube.com/watch?v=XaIXI7MI70Y
https://www.youtube.com/watch?v=dCERGboQDVk

Securing the Information Space: The Future of Ukraine’s Disinformation
Response

Ukraine has taken a proactive and multifaceted approach to countering Russian
disinformation, combining rapid response mechanisms, extensive monitoring, and public
education to fortify its information space. Government institutions, civil society organizations,
and independent fact-checkers such as the Center for Strategic Communications (CSC), the
Center for Countering Disinformation (CCD), StopFake, and VoxUkraine play key roles in
identifying and debunking falsehoods. Initiatives like the Disinformation Coordination Hub
further enhance cooperation, ensuring a unified response to Kremlin influence campaigns.
These efforts have significantly strengthened media literacy, with the percentage of
Ukrainians possessing above-average media literacy rising from 55% in 2020 to 81% in 2022.%

However, as the Kremlin continuously adapts its playbook, Ukraine must remain vigilant. The
Israel-Hamas war has introduced new vectors of disinformation, allowing Kremlin-aligned
actors to frame Ukraine as globally isolated and falsely link Kyiv to arms trafficking and
corruption. Despite the decline in personal consumption of Russian media, these narratives
remain effective, particularly in occupied territories and among audiences susceptible to
Russian-language content.

Ukraine’s response demonstrates the importance of adaptability, resilience, and international
cooperation in combating information warfare. While fact-checking, warning labels, and
prebunking initiatives have curbed the spread of falsehoods, the challenge remains in
ensuring engagement with truthful content. The evolving nature of Russian disinformation
underscores the need for continued investment in media literacy, digital resilience, and cross-
border coordination, ensuring that Ukraine not only defends itself in the information space
but also serves as a model for democratic resistance against malign influence worldwide.

4 Detector Media, “Media literacy index of Ukrainians: 2020-2022", April 21, 2023
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